Programming 1: Task
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Passwords!

Program Description
You will write a program that prompts the user for some basic information about their identity and login, and then helps them see if the password they wish to use online is considered “strong” or not. If the chosen password is found to be weak, the program will provide explanation of the problem areas. While you don't yet have the background necessary to check the password against a dictionary of words, you can enforce most of the basic rules about password strength.
Your program must check and report on security based on the following criteria: 

· Password is 14 characters or longer

· Password contains a mix of symbols:

· Uppercase letters

· Lowercase letters

· Numbers

· Non-alphanumeric symbols

· Password avoids sequences of 3 or more characters (ex: 1234, abcd, ABCD, AbCd, 54321, ZYX)
· Password does not contain any set of 3 or more characters that occurs in the login itself (ex: if the login is “sparklepony” and the password contains “pon” or “spa”). This includes variations that are upper and lowercase too.
· Password does not contain any set of 3 or more characters that occurs in the first or last name of the user (ex: Name is “David Grohl” and password contains “dav” or “gro”). This includes variations that are upper and lowercase too.
· Password does not contain, in set, the first and last initial of the user (or vice versa) (ex: (ex: Name is “David Grohl” and password contains “dg” or “DG” or “gd” or “GD”). This includes variations that are upper and lower case too.
Additional Considerations RE: Your Implementation:

· Your program should continue to prompt the user to enter a password until s/he provides one that is considered “strong” according to our criteria. You should NOT require them to re-enter their first name, last name, and login, however. 

· For each individual password attempt that fails, you should display a list of the problems, and then pause before clearing the screen and allowing another password attempt.

· Notice that the check for sets of 3 for the first name, last name, and login are very similar - ensure you do not needlessly re-implement code you have already written.
· There is nothing naturally preventing the user from entering only 1 or 2 letters for their first name, last name, login, and password, so be careful of your boundary conditions.

· There is nothing preventing the user from entering multiple words at each prompt. Please ensure that you handle this scenario.

· With the exception of the need to check for existence of an upper and lowercase letter, there is no reason you need to individually check for upper and lowercase variations of sets or sequences of characters. Consider doing some cleanup before you check for these patterns that are not allowed.
· You must break down this problem using functional decomposition. My suggestion for functions includes one to check for length requirements, one to check for mix of symbols, one to check for sequences, one to check for special sets of 3, and maybe a few to do some clean-up of various parts of the text for you. Main should serve as your “driver,” meaning it asks each of the other functions to do their one specific task in this process.
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